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MHHHCTEPCTBO HOCTHIIMH POCCHHCKOH DEJIEPALIMH

FOCY,APCTBEHHOE YUYPEAIEHHE
POCCHICKHIT OEIEPAILHBIA LLEHTP CYJAEBHOH IKCHEPTH3EbI
[PH MHHHCTEPCTBE IOCTHIHH POCCHHCKOHN ®EJEPALIHH

Mocsscrosscias sy, 215 crp. |, Mockaa, 119034 Tea. 916-21-55

HOANHUCKA DKCIEPTA

Haw, corpyasmxas [oCcy1apeTsenHoro yupekacnus Poccuiickuil @eaepaibHbii
gewTp o aebnolt skcneprizd npy Munncreperee octHitn Poccuiickoli @eepaunn
Kspmvomoft Facne Crenanoshe, Cuaoposoit Anne KoncrautunosHe, XaTyHUEBY
Hawomso AsexcamapoBudy, B CREIH € NOPYYEHHEM [POH3BECTH IKCICPTHIY MO
srososnosy acay Ne 1-95/07 pyKOBOAMTE/IEM IKCICPTHOIO YUPECAICHHA B COOTBCTCTBHH
oo cramselt 14 @egepansioro sakopa «O  rocyAapeTBCHHOH  CYACOHO-IKCIICPTHOM
2ewre ot B Pocciiickoit Deaepatdu» pasbacHeHB 1pasa M 00S3aHHOCTH IKCNEPTA,
Bpeayosorpeniue crateeh 37 YIIK PO.

O OTBCTCTBCHHOCTH 38 a4y 3aBEA0MO J0KHOIO 3aRM0MCHIA N0 cTathe 307 YK
D npeay npeaicig.

9% mons 2007 roaa E.C. Kapnvxuna

A K. Cuioposa

s mm E

H.A. XaryHues

SAKJMOMEHHE D9KCHEPTA
1o yrososiouy acay N (D » ovvoncnnn Vi
COBMEAEMOTO B COBEPIICHIN TPSCTY LIS,
upeayesmorperax 273 w1, 272 u.l YK Pd.

N 246221 17 sapra 2008 r.
Bpess uposasojacrsa; nanwio - 09.07 2007, 10:00, okoumanme ~ 17.03.2008r,, 18:00,

B POLICD ppy Miggocre Poccun 9 moan 2007 roaa noeCTyieao nocTalonienne
Teacpainioro eyasn Jloporosigtosekoro pafioinoro eyaa . Mockus lniwnoit BB,
01 29 mons 2007 (040 0 HEEREIIH HOBTOPHON IPOTPAMMUO-TCXHINCCKOH IRCIepTIIN
B yroaomiosy acty No 1-95/07, a takke METCPIAIL YIOa0sHoI0 Aeaa Ne 1-95/07 a
OTHOWE Y | n 2. ToMmax, Komrakr-anes «PHILIPS CD-R R0s
cephiti i osep 05072103 10B20346-80P, mecTkull Anck Mmapiyn « SAMSUNG»,

OOeRTI HECIQAOBAIMA AOCTOICHM KYPLEPOM 09 moas 2'5!07 FOAN, VUAKOMHL B




Jaxnovenue yxcnepra Ne 246221 2
IACTHROBLI NAKCT, NCpeRAsaninii HITKOM 0010 UBCTA. ONECYATUHHE ancToM OyMary
HPAMOYTOIBHOT QOpMBE ¢ HEPAIDOPUHBOH PYKOMMCHONH HAAHCHIO HA OAHOH CTOpONE H
OTTHCKOM  meuartn  ouHero  upera ¢ maamuceo  «Poceuifickaa deaepauma
Jloporomitiosekuii paitotnniii ¢ya r. Mockssr 10» na apyroi. LI@I0oCTHOCTE YIIAKOBRY He
napywena (Ipuiaoxenne, puc. 1, 2).

Ha paspeieHie dKCNeprHibl MOCTABICHR! BONPOCHI:

1. Msecrotea st na womnaxt-acke PHILIPS CD-R 80» cepuiinniit  HoMmep
0507210310B20346-80P u wecrroMm jneke mapky « SAMSUNG» nporpamasl, 3aseioMo
OPHBOJAINME K Hecaukuuonuposannomy  OGaoxkuposanmio,  soanduxawmn  anbo
Konuposanino nHdopmaimn?

2. Ecau tarste nporpaMMbi HMCIOTCA. TO KAKHE HMCHHO?

3. Ecat Ttakde  nporpaMsbl  MMEIOTCA,  TO K HeMY  HMCHHO (K
HECAHKUMOKUPOBARHOMY  DJOKMPOBAHHIO,  MOAHQHKaiM  Aud0  KONHPOBAHMIO
HHGOPMALLHI) NPHBOAKT MCHOAB3OBAHIC KA 10H nporpavMmi?

4. AR1AI0TCA M JIANHBIC HPOTPAMMbBL BPCAOHOCHBIMIY

5. Humeiotes 2 wa npejcramicunelx  komnakr-jaucke PHILIPS CD-R 80»
cepuitupiii posmep 0307210310B20346-80P 1 kectrkom Jtucke MapkH «SAMSUNG»
CICABl NMPUMCHCHHA [IPOrPaMM. 3aBCIOMO NPHBOJASUINX K HECCAHKIHOHHPOBAHHOMY
Gaoxuposanito, MoandHKaILH THGO KOMIPORANIO HHdopmatn?

[ IpON3ROACTBO IKCULPTHIL! NOPYUEHO:

Xarynueny Hukoaaro AneKcanjipoBuuy, 3apeiyiouiemy jaGoparopseii cyac6Hodl
HOMIBIOTCPHO-TEXHHUCCKOH  OKCNCPTHIBL  MMefOUIEMY  Bhicuiee  olpazosanne 110
CNCUMHANBHOCTAM  «BRIUMCIHTCABHBIC MAUMHLL, KOMIUICKCH, CHCTEMBI M CCTH® M
“IKCHEPT», ¥ NPaBO CAMOCTOATEIBHOTO NPOM3IBOACTBA  CYACGHBIX IKCNEPTHE 1O
‘newaaswoctt 21,1 «lecacnopanie HRGOPMAUMOHHBIX KOMITBIOTEPHBIX CPEICTB® C
HosOpa 2003 roja;

Kapuyxunoii Enene Crenanosne, eiymemy axcnepry aaGopatopui cyaeGHoi
KOMIBIOTCPHO-TEXHHUCCKOIT IKCIEPTH3B! M HHPOPMALHOHNBLIX TEXHOIOMHHA, MMeromeh
BhCuICe  olpazopanie 0o ChnenHaisHocTH  «Maremarukan, cra®  paborsl  no
CHCLHATRROCTH 33 ro/1a. NPaBe CAMOCTOATEIBHOIO IPOM3BOCTBA CYACGHRX IKCIEPTHI
10 enenpanbhoctaM 21.1 «Mecaenosanne RHGOPMALMOHHEIX KOMITBLIOTCPHBIX CPCICTED ¢
Hosbpa 2003 roma, 19.1 «Mccaenaosanie npoMbiuLIeHHBIX (HENPOAOBONKCTREHHMX)
TOBAPOR, B TOM YHC/IC € UCIBIO NPOBCACHHA HX OLLCHKH» ¢ anpeis 2004 roqa:

Cuzoposoit Anne Kouctanrunosne, crapiiemy sKencepry aaGopatopun cyaeGiof
ROMIBLIOTCPHO-TEXHHUCCKON DKCNEPTIsn 1 HHGOPMALMOHHBIX TexHonoruit, mMeomel
BNCIee 00pasoBanKe NO CHELMATLHOCTAM «HHAKCHEP-DACKTPONNKY 1 «JOpHCT?, cTam
PaGoTit 1o eneunasniocTy 13 JET. NPABO CAMOCTOATEIBHOID MPOMSBOACTRA CyaCOHMX

IRCNCpTHS no cneumanpnoctit 21.1 «HMccacnopanne HHOOPMAUMOHHBIX KOMIBIOTECPHBIX
CpeacTey ¢ nouGpa 2005 r.

lpit npoussoacTBe IKCNEPTIOR HCMOAB3OBATHCH CJCAVIONIHE HOPMETHAHIME
AOKYMEHTLL, METOMMECKHE MATEPHATH H CICUNATEHAA IHTEPATYPa:

B Csony
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. ®eacpaisnntii 3akon Poccuitexoit Meaeparmn ot 27 mona 2006 r. N 149-03
Q6 undropyaiyn, MHGOPMALOHIBIN TEXHOAOTHAX M O 3alHTe HHdOpMaLHA.
Hpunar [ocvaapersennoit Jlvsmoit 8 moas 2006 roaa Oaobpen CoseroM
Peacpannn 14 woag 2006 roaa, onydamxosan 29 mons 2006 r.

2. Ipaxaanckmit  xoacke Poceuitckoit  ®eaepannn. - M. Hizareaserso
wdK3asen», 2007,
3. Mudopmanmonnas  rexuonorid. KoMInIeke cramiapros M PYKOBOJASUINX

AOKYMEHTOR Ha astoMmangsupopanisie cuctemel. (FOCT 34.201-89. I'OCT
34.602-89. P/l 50-682-89, P/] 50-680-88, NOCT 34.601-90, 'OCT 34401~
90. P/l 30-34.698-90, 1OCT 34.003-90, PJd 50-34.119-90). Hzoanue
odmstansnoe. Hitareasctso cranapros, 1991,

4. TOCT 1597190 «Cucremunr  obpaborkn  undopmaupsn  Tepmununt  u
onpeaeaenns». Maaaune  ofmumansnoe.  [Nocerampapr. Hisareascreo
cTamlaprtos, 1991,

- Pyxosoaaumit  JOKYMeEHT. 3ammirta o7 HECAHKIHMOHMPOBAHHOIO JOCTYIA K
HHQOpMattiy.,  TepamitHnl o onpeieicund. YTBCPAICHO  PEHICHHEM
npeacenareas ocrexkomuccun Poccun or 30 mapra 1992 r.

6. Yeor AM. CyacOHO-IKCOCPTHOS HCCICI0BARHE KOMIBIOTCPHBIX CPEIACTB M
cucreM. OcHoehl MeTomueckoro obdecneuenud // Yuebnoe nocobue.- M.
Hinareancrao « Ixzamenn, «llparo u 3akou», 2003,

7. Hexopowen A.b.. Hlyxuun M.H., [0pun H.IO., Sxosaes A.H. Ipaxtuueckie
OCHOBH  KOMIBIOTCPHO-TEXHHMCCKON JKeniepTHsnl /1 YyeOuo-MeToHdeckoe
nocobue. — Caparos: Maaareancreo «Hayunas kanray, 2007,

& baaromarckux B.A.. Boammn B.A, Tlockaxanos K.®. Cranaaprusaums
paspaloTKH nporpaMMibix cpeacts. M., «Dunancsl it craTucrskan, 2003,

9. @pwurana A, Xanamuposa JLC., dpuwiann M.A. Wedopmaruka
KOMIBIOTEPHBIE TEXHOOrHI, OCHORBHIBIC TepMitHbl. ToONKOBLIA ciaoBaps. M.,
«ActpenyACT», 2002,

10.Meqwnnkos  B.B.  Besonacnocts undopmaiiin B aBTOMATHIHPOBAHHEIX
cHeTeMax. — M. ©uuancel 1 cramucTika, 2003,

L

Jdannas oxeneprusa awigercd nosroprod no sonpocam 4. 5. Hpeamaymas
Iwcnepra Ne D06/10-417 or 09.10.2006r. sunoancna axeneprom IOA  «3ammra
Hocrapumron  [lporpassmunix  Tlpoayxtos» Kpemgo AB. Bupoaw  nactosuieit
FECTIEPTHIM. Mo ponpocam 4, 5 He COBMUINIOT ¢ BHIBOAOM NpeinLuayInei, T.K. dKxcnepr
Kpesko A.B. ie otBeria 1a noctanaennnii ROITPOC.

Tepmmn, HCTION LAY EMAIC B TCKCTE IKCHEPTHOO JAKTIOMCHIA.

HAM L ~ nakonmres 1o KCCTEHX MArNHTIBIX JHCKAX.

Pasaen - nacty olmero npocmpancrea HAMJL [Tocae yCTAROBKH KECTROIO AHCcKa
Aa Jaknelmel paborw ero HeoGXonMo pastirts M pasieinl, KoRas 13 KoTopax
TTEM HA10 OTOPMATHPOBATE, T. €. co3uars dallnonyio cucremy. Pasjens GuBaOT ABYX
THIOR: ocHoBNLe 1 gonominreanupie, Jlonoanyreasiue pasacnsl MOKHO JICIHTLE Ha
ADIHYMCCKIE JIMCKY,

Jarpysounmil pajien - ocHoBioN pasaes, ¢ KOTOporo JyCKacTes onepaiionias

L ke
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MPaitoBad CHCTEMA — CHCTEMA OPTaHMBALHH QAil108 H KaTa10ToB, BRIYMAIOWAN B
¢e0f HX CTPYKTVPY. & TAKAC APABH/IA HX CO3IAHHI W MAHHIIVIMPOBAHNS,

JNornueckas cTpykTypa — 1ab/M11a CONMOCTABACHHA HMEH H CBONMCTE JOIMMCCKNX
JMCKOB, aupekTopiii i dailios ux pasmeweno na HAMLL

[lobuToBas Konus — TOUHAA KONMHR HOCHTEIR HMHGOPMAIMN, COIIAHNHAN OPR
MOMOMM  COCHUATLHOIO MMPOrpaMMHOre  o0ecreyeHHa TaxkuM  olpaioM, W10 B
HHGOPMALHIO HA  HOCHTE/IC-OPHTHHAIC APANTHPOBAHHO HE BHOCHTCR  HHKAKMX
HIMEHCHMIT.

Bpeaonocnas (MecTpyKMHBHAS) NporpaMMa - MporpaMMa, NpeiHaiHaucHiag uin
HCCAHKIMOHHPOBAHHOIO  YHUUYTOXKCHUA,  ODaoxkuposanumd,  moanduxaumm  anbo
Konuposanna uHopMaums, Hapyumeins paborsl JDBM, cucremu DBM wan nx ceni,

NCCJIEJAOBAHHE

[lpy npoBeseHHH HCCACAOBAHHA HMCNOIBLIOBATOCH CeayioUiee obopyloBanmue o
porpaMstHoe odecedeHite (TECTORME KOMIBIOTEPB IKCTICPTOB):

- annapartHas KoHgurypaums: npoueccop AMD Athlon 64 3200+ 2000 MHz;
cucremuag naata Asus ASN-SLI1 SE: suacoasanrep NVIDIA GeForce 6600 PCI-E, O3Y
2 I'6 PC3200 DDR SDRAM: HAKMJ1: Seagate ST3320620A obwnemom 320 [Gaitr,
Western  Digital WD200 ofwesmom 20 I'Gaifr, yerpoiicrao yrenmsa/samucn CD/DVD
atekos Optiarc DVD RW AD-7170A, Gaoxupyiouiee sanucs sudopmannn ma FUAM/
ycrpoitierro FastBloc;

- NpOrpaMMHas KOHUIYPalHa: onepauHoHHeie cueremel: MS Windows 2000 SP4,
Windows XP Professional SP2, crewnamsuposannsifi nporpaMMiibiil KOMILICKe UK
NPOBCACHHA KOMNBIOTEPHO-TEXHHUECKHX SKcnepTs EnCase Forensic Edition v. 5.05
(naker nporpams (ITIT) 7R nOMCKA, BOCCTAHOWICHMA H BCECTOPOHHEIO AHATHIS
HHQOpMauuK), naker nporpamM AVP Personal v.5.0.391 (anrummpycusii ckasep,
nocicanee obnopacnne 29.02.2008), IIT Acronis Disk Director Suite v. 10.0 (uaGop
yruamr g paborn ¢ HAKMJD), T11T PowerQuest Partition Magic v.8 (naGop yrwiur i
paborhi ¢ HAKMJL), IMIT Ontrack Easy Recovery Pro v. 6.04 (maGop yrwimr 1is
BOCCTAHOBICHHR YAATCHHOR MK nopexacHuoN nindopmainm), ITT Microsoft Office XP
(Habop odmcnsx npsutoxkenuit), TN Norton Ghost 2003 v. 2003.775 Symantec Corp
(HaOop YyTHAMT 418 CO3AAHMA TOMHBIX NOOHTOBHIX KOMMH Mccaeayemmx HAMID), T[]
Process Monitor (yTHANTA VIR OTC/ICKHBAHMA NMPOLECCOB, B TOM YHCAC Tanuci/arenns

haitios u peectpa OC). Beyond Compare sepeis 2.0, Total Commander sepena 6.01,
Windows Registry Recovery, FileAnaliser, PE-Tools, PeExplorer, AVZ.

Jlna orBeTa Ha MOCTAWICHHBLIE BONPOCH HCCICAOBAHKE NPOBOTWIOCH 1O
CACMYIOLEMY NIaAHY:

1. PasrpanusicHie NOHATHH «HROOPMAIHIY B «HPOrpaMMHOe ObecTienenes.

2. Mccaenosanne komnaxt-aucxa PHILIPS CD-R80 700MB.
2.1, BHetiH#il 0cMOTP H MOArOTORKS O0LEKTA K HCCACAOBAHIIO,
2.2. llpopepka Ha HATHYHE BPCIOHOCHRIX MPOTPAMM.
2.3. OnpencieHne J0rHYecKoil CTpYKTyphl.
2.4, Onpenenenue rbaﬂnunoﬂr CTPYKTYPH HCCACAYEMOTD KOMNAKT-1HcKka
PHILIPS CD- R&0 700MB.

3. Hecnenoranme. HAMI « SAMSUNGH».
3.1. BremHmnit ocMOoTp i NOArOTORKS OGBEKTE K HCCICAORANMIO.

e
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3.2. llposepra uccaeayemoro HAM/ Ha naias4ue BpEIOHOCHBIX MPOrpasm.
3.3 HccaeoBanne Joruieckoit CTpYKTYpBI.
3.4. Mceneposanue yertadosiaennoro  w#a  HMUKJL  nporpaMmuoro
obecneycHus
4, Mcenenoranne nporpasy «patch60.exe» u «patch77.exen.
4.1. Mecaenosanne nporpamyel «patch77.exes.
4.2, Uccaenosanie nporpaMyet «patch60.exe».
4.3. PeayasTathl aHTHBHPYCHOH NPOBEPKH.
4.4, Pesvabrar  MCCHCI0BaHHA,  NPOBCIACHHOIO B COOTBEICTBHH €
METOJIHUCCKHMH PCKOMEHAAUMAMHU 110 OOHApPY:KEHHIO NPEUIONOAKRTEABHO
BPE/IOHOCHBIX TIPOIPAMM.
5. CHHTEIHPYIOIAA HACTD.

|. Pasrpansuenue noustuii «nudopyaiugy 1 «porpaMMHoe o0ectedeHHer.

B cooreercreun ¢ T'OCT 153971-90 «Cucremnl o0padorkn uupopMainy TepMHHEL
H onpeiencHus» [4]:

«HHGOpMAIHA ~ CBCIACHHE 0 daKTax, KoHUenMAX, 00beKTax, COOBITHAX H HICAX,
H{I'T{}]'H:[E B JAAHHOM KOHTCRCTC HMCIOT BIIOSIHE OIPCACICHHOC SHAMCHHCY

«launeie — HHROOPMALHA, NPE/ACTABICHHAA B BHJC, IPUTOJHOM 1A 00paboTKH
dBTOMATHUCCKHMH CpCICTRBAMH HPH BO3IMOKHOM YHICTHH YCAOBCKAR,

«obpaboTka MHPOPMAUHH - CHCTCMATHUECKOE BBINOJIHEHHE oOrepaumil Haj
AAHHBIMH, NIPEACTABAAOUIMMH NPe/iHaZHAUCHHYIO 118 00paloTku HuGOpMAIION;

«cerema oOpaldOTKH HMHOOPMAIMH — COBOKYIIHOCTH TEXHHHECKHX CPEICTB M
nporpaMmHioro obecrieueHna, a Takke Mero/ioB o0paborku MudopMmalu M jeiicreui
nepconata,  O0ECHCUHBAIOIIAA  BBIUTOJHECHHE agromMarusuposaHHoii  obpaborku
HudopMmalny.

B coorsercreun ¢ 3akoHoM 00 uudopMmalmy, HHPOPMAUMOHHBIX TEXHOMOIHAX H
saumTe nudopsmanun [1]:

«Hnopmanus - cBeacHid (COOOMICHNSA, JaHHBIC) HE3ABHCHUMO OT GOPMB BX
NPCACTABICIIHA»:

CHHOOPMAUHOHHBIC TEXHONOIHH - NPOHECCH, METO/Ab ITOMCKA. chopa. XpaHeHus.
00palborky,  npeAOCTABACHUA,  PACHPOCTPAHECHUA HHpoOpManuH H  cnocobm
OCYLICCTBACHHA TAKHX NPOLICCCOR H METOOBY;

CHHPOPMALHOHHAA CHCTEMA - COBOKYTIHOCTH CoflepXauiciics B Gazax JIAHHBIX
Huopmauy # ofecneunsalomux ee o0paboTky MHOOPMALMOHHLIX TEXHONOIHH H
TCXHUSECKHX CpeicTDY,

B cieremax oGpaGorkit HidopMamHy, NpeANAIHAYCHHBIX JUIA cOopa, XxpaHenus
00paGoTki csenenmil o (GaKTaX, KOHUCMIUMAX, OOLEKTAX, COOGBITHAX W HACAX. T.e.
CHHPOPMALIIS, «NPOrpaMMHOE O0ECIICUEHNE? ARAACTCH CHOCODoM CCYLIECTRIICHHA DTHX
HPOLECCon, a SHAUMT, B OTAMMHC OT HHQOPMAIMM, OTHOCHICA K HHGOPMAUMONHBIM
TexHoaornaM. Takiusm obpazon, 3axon [1] u FOCT [4] yerxo pasrpannuHBaOT NOHITHA
CHHPOPMALMID I cpeJICTR ¢e 0OpaboTKH, T.¢. IPOrpaMMHOre obecneueHnay, g
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2. Uceaeaoranne xomnaxt-ticka PHILIPS CD-REG TO0MB.

7 1. BHetHiE 0CMOTD H IO UNOTOBRE 00LEKTA K HOCICAORAHIN, |
Kosnarr ek «PHILIPS CD-RR0 » emxoctae 700 MO mientiny

He HMOCT. Ha H{:]'}aﬁmiﬂ‘fi CTOPOHE AMCKA MMEKOTCE HAUUINGH ﬂPHlLIPSmm m .

compact disk recordabie multi Speeds» it pyronscHas natmies «1C byxraarepus e 17

perz 19.20.21 8.0 NEN», BMIQIHCHHAS KPACHTRIACM SCPHOTD UBCTA. B ofaacmu
dUKCHPOBAHS AMCKA meeTes natnies 0507210310B20346-30 (TIpintomenne. pue,
4 JI18  npeoTBPAINCHIA  IBMCHCHUS  MHOOPMAINE KA NPSICTARACHIOM  Ha
IKCHEPTHIY HOCHTEE MPOBCICHO NOCHTOROS KOMHPOBAHME HHPOPAAIIUL & ROMUAKY-
aexa (PHILIPS CD-R80. 700MB) na tecronmit xomnaxt-uek (Digitex, 700MB),
JasbHeiinee HOCACIOBAHNE HPOBOULIOCH HA TECTOROM KOMIIAKT-ANCKE,

2.2, Ilposcpra Ha HATHUIE BPCAOHOCHBIX [POIPAMM.
B PE3VALTATC mn;mup}'flit‘lii HPOBCPRH TTPOIPAMM, H;h.‘t"lTH(EHH[I’IP}@HHY HI] ﬂw
Personal v.5.0.123 kax speaoHocHbIe, HE o0Hapyseno (pne. 1),

[ C 10005 - mpoeowa NP S alki

O
ﬂ‘:..u ~  OnacusiX obvexTos He 00HAPYKeHO

g MR 1A Beerpated megvoben 9.

ForAl S Dt T 00 LT s ammeny of wpa TR B

Dot onac=as olpee ron a e ey N (]
Crvat | Cpvcwn | Mesoie |

Puc. | CraTicruka anmuiipy cHol nposepim,

Uccaenosanme ¢ nenoabsonannes Murepier-ceponca http:/virusscan jotth.org/ (21
AHTHBHPYCHLII CKAHCP) TAKKC MOKALI0 OTCYTICTBHC HA HCCACAYEMOM KOMIAKT-IUKE
PHILIPS CD-R80 700MB nporpaymy, sacHtnGuippyeMux Kak Bpeaotocinie.

2.3 OnpeacaeHe 1ormyeckoi Crpykrypul.

Jlag  onpeaenenna  OrHYecKoil  CTPYKTVPL  KOMIAKT=IHCKS  HEHOALIOBRIHCS
cictemuan yrivmra OC Windows XP Professional «Yupangenune muckasun (Disk
Management). Tpi Heci1e10BaHHH KOMNAKT-ANCKA YCTAHOBACHO, HTO JICK HMEET METKY
«1C_77». Qaitztopas cucrema Jmcka - CDFS. PasMep  sansroro MPOCTPANCTH
Cocranrnaer 632 MO. Cucremoit meky npucsoena Gykea Y. (puc. 2).

- T e T g e D e

={CD-ROM O ; |

VD 1C_77 (¥ =1

6325 632 M8 COF5 |

L Prrms o1 1 1% -
e e i - — - - S e e e

Puc.2. Jloruueckas cTpykTypa necACaAYEMOro KOMIMAKT-AHCKS.

24. ®ailioBaa  CTPYKTYpa HCCAGAYEMOro Kommakv-gueka PHILIPS €.
R80 700MB npeicrapiena na pHc. 3. ﬂ
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Puc. 3. Daiinosas CTpyKTYpa

Ha ancke mMMeioTcs YCTAHOBOUHBIC MAKETHl fporpaMvHoro obecrieuenis «10»
PRAHUHBIX BepcHii, B nanke «Sable» nmeerca nporpamua «sable004.exen. Kpowme Toro, B
nanke «lc 60» B coorBercrBuy ¢ Hudopmauueii w3 daiina «README.xt» umerotes
NPOrpaMMBl VIS NPeo10/IeHIS 3aliuTsl Bepeuit 6.0 B onepauHoHHbIX cHeTemax Windows
95, 98. Hceaemoranme KOTOPHIX HE NPOBOBLIOCH B CBA3M C TEM, YTO JAHHLIC TIPOrPaMMLL
He ycTanaBauBaauch Ha npeacrasacHublii HAMJL He HCMOAB30BAMHChH, T.C. HEC BXOISAT B
TIpEAMET JAHHOTO IKCHEPTHOrO HCCICA0BAHMA.

3. Ucenenosanne HOKMJL « SAMSUNG».

3.1. Bremnuii ocMOTp M MOAroToBKa 00BEKTa K HCCICI0BAHHIO.

IMpencrasnennnii na necaenosanne HXKM/I c:S{*.MSUNGn_ viozeas SPO&42N.
cepuitibiii nomep SODWIICL700506, eMKOCTRIO 80 I'G, BHCUWIHMX NMOBPEAICHHIT HE
imeer (Tpsnosenne, puc. 4), Heciaeayemsii HAMJ1 uveer pasmepnt 102 x 25 x 146 mm.,
Ha Bepxueit cropone HOKMJL mmeioTCs HAKACHKH: MNPAMOYrOIBHON Qopubr ¢
3AKPYIIICHHBIMH KpasMil ¢ HHOOPMALHCH NPOH3BOJAMTEIA, NPAMONTO/ILHOH (GOPMEI C
Haanmuesio «P/N: 1428J1DL704566 P/V FS» u mrrpuxkoaom ([Ipuaoxkensue, puc. 5). Ha
0oKoBOi CTOPOHE HOKMJT sMmeercs roiorpaduyeckas HakaeHka npaMoyroasHoi dopmu
C 3AKPVIIICHHBIMH KpasMH C HAANMHCBHIO «WARRANTY VOID IF REMOVED#». Ha
HiKHeli cropore HXKM/L nyeioTea HaKICHKa TPAMOYTOABHOH QOPMBI € 3aKPYIIICHHEIMH
kpaamu ¢ Haanucsio «PATFA6WTA10351» i IITPHXKOIOM.

JUis 0peAoTBPALICHHA H3MCHCHHA MHQOPMAUMM  HA  MPEACTABICHHOM Ha
IKCNEPTH3Y  HOCHTE]IC  MMPOBCICHO NoOHTOBOC  KOMHpoBanue MHDOPMAIHH ¢
nceaexyesmoro FDKMJL (SPO842N, 80 I'6) na tectonnit HAAMJL (ST160023A, 160 1'6).
JNansuefimee HecaeaoBaiue nmposowiIoce Ha Tectorom HAKMJL noaxmouentom x
CTCHAOBOMY KOMITBIOTEpPY Uepes yeTpoiicrso «lFastBlocy.

3.2. lposepka ueciaeayemoro HAKM/L na Haamune BpeAOHOCHEIX nporpamy.

B pesysbTare aHTHBHPYCHOMH NPOBCPKH MporpaMu, HaeHTHduumpyemeix [T AVP
Personal v.5.0.123 Kak BpelOHOCHbIC, Ha Hecaeayemom HKM]T e obHapyxeHo (puc.4)

L4 100% - apoaepra JA6Epaer)

E S OnacHux 0bbekToB He obHapymeno
mm_m*_'"_ .._m:ﬁ;q. h-. ';;__L"" e e
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04 : : HNE Yowwo chvecos
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3.3 Hccaeaosanne 30ruNeckoll CIpYRTYpA.

Ada  onpexescHux  orwweckoit crpvinypy HXMJL mcpoassomaics  paxer
sporpady PowerQuest Partition Magic v.8. Ipn wccaeaosamm HAKMIT yeranosaeno.
STO B3 JHCKS HMOCTCS OAMH pazaen © ¢aitzosoil cicremodl NTFS. Pasvep pasaesa -
F0308.7 MO. Pasacay cuctemoft npucsocra Gyxsah». Cxpumix ofaacreil u pazzcaos
E3 TNCKS HE IMOCTCS (PR, 3).

Pec. 3. Jorrescaan cTpyvanypa mecaegyesoro HEM]

Payzea F: novegen sax asTusHR (ACUVE), TO 0T ¢ HEN0 BOIMOAHA 3arpyika
QREDAIBOHRON CHCTEMN (prc. 6).

Dick 2 i
locaOch®y - EINIFS XSS 2It)  J3SANL Acwe P
3 B Usallocmed g 43 28 00 Noe Proay

Prc. & Napaxtepworwsn pazea socaeyvesoro HAML

3.4, Hecaeaosanne veranoaneunoro #a HIRM nporpasuioro obecneseHis

3451 0Mpr wccreaosasny  APSIXTARICHROM HAMI ¢ nonvoumo
CRIGRUGHPOBAHROND  OPOTPAMMHOTD L‘t‘!ﬂt‘.ﬁ.‘[ﬂ'xﬁ‘ AR n];n?ae,‘xmu KOMIILMKTOPHD-
Tecrgecky.  axcnepmas  EnCase Forensic Editon v. 3.03 ycrmamoazemo, 9o
fonmmmmcTso GafiToR W NANOK IMCKT JATY NOCICIRCIO ICTYTA,  COLIRMMS,

vomsdencaipm 29 .08 2000r. Ommase. #a HAM mueeores failan ® namxs © zavo#l
BOCTICINGTO IOCTVIA. COIIRHMS. MOTHQIKAIHN 15.092006r. 1 unecTCs OaMH faita ¢

ZaTofl coxxasmx 24.11.2006r. (puc. 7. 8)
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. UAMA AN  ECWRFES Gdveant s Pews

Puc. 8. Coobuzernes EaCase Forensic Edition v. 5.035 0 zare conzasmes, nOCH o 20CTY TR M

MO UM HASITA
3.4.2. daitiosas crpyxTypa secaeayesoro HOKMJL npeacranaena sa puc. 9.

o e R g
L gt e
D s N

= e
& ey
g _ S

i S, A
- v R

e TE—

e T LA

R T ]

o e A Tl

gy

— . g

— e

— T ey, Dww

 E—

e T

e aifiga. § e

i

. e Sl S

. e W

e
5 L e

w5 e

Puc. 9. Gaflacsas CTPYETY PR

AP E e

R

3.4.3. Onpeacneme yeranontcrroit OC nyTeM DPOCMOTPE KOPHSBOIO KITaION,
BCTBCH peecTpa M CHCTEMHBIX Qailios:

- B KODHCBOM KATRIONC HATHUMC KATAIONOE i OOIKATAIONOS, XIPAKTCPHMX 11
ooepaumonnof crcremu Windows XP: _ |

- npocmotpoM cucremsoro peectpa ([T - Windows Registry Recosery)
odfapyvaena undopMALMA OO YCTAHOBKC HA HCTICIYSMOM HAM1 ococpaumosmof
cactemm Windows XP: gara' yoramossu - 29.08.2006r. [lameit  npoxyxd
WPCTUCTPHpOsaK M2 opramsalmo «Homes, noassosaress ~eSuperUsers (puc. 10):

e Ty s e Tl AT e e ) M R S G

—— 2 iy 2 -

! _ Bce BpeMeHHEe XApAKTEPHCTHEN JAHE B COOTBETCTERN o Epenenen & BIOS




344. Nonek xoumoReHTOR Tporpavamoro nipoaysra  «lC:llpeanpusmies
CACAOB €10 YCTAROBKN.

[pocMOTPOM ROPHEBOIO KaTANOTE VCTARORACHO:

- B manke «Program Files\IOVT7» pacnonowena nanka «BIN», concpwamas
QaiTH  MPOTPAMMHOID MPOIVETA. #  ARA TCRCTOBWXN Oaiiiz © J0n0amewmsx o
HCOPARACHHAX K JORYMCHTALNR 0 HORKX BOSMOKROCTRN B OTANYMAX OT sepomn 7.3
{puc. 11).

'_m'_-h“ L

BN * " w+ss BR Y O=

i

IO Tt | I — Vo Dol by T T O S N e A
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) A s e :
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Pac. 11. Concpwanme namm «Program Files 1Oy TTw

~ B CROICTRAX menomusemoro ¢aitia «lovTexes coaepwarcs opeaowny of

yerarogke 110 29.08.2006r. mepens 110 - 7.70.019 (prc. 12)
M [oroscv yevy

o« fhew?
o Faocw cotn  [HEIGER

Tarmakie M
D LT st rograe [albvums |

e M-’:m Cmcgss |

e T o p—

L3 ;- 1
. & e Arropoae roens, Lapegn © T 3% TS
g, 2 O w0 gt -
] TOE DI IO e .
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Pac, 12 Caodictas sonansnesys Salize « Tov 7 oxes
= MPOCMOTPOM CHCTOMHOTO POOCTPA VCTAINORICHD, WTO § HOM COACDEATOS
theacnrs of yeranonke 110 « 1 C:Tlpeanprsties (pue, 13).




:'"I - mpi wiyeri dailios Gad JAMHBIX YCTAHOBICHO. WTO OHM He COJEpAaT
i tepat |

| 3.4.5. Tosex XOMNOHCHTOR UPOTPAMMHEOIC HpoiaykTa «Sable Universal Patcherns
. BCICI08 OMO VCTAHOBRM.
il HpocMOTPOM KODHSBOID KATRTON2 YCTAHOBIEHO!
| - 5 manxe «Program Files Sable' 1C-Enterprisen cotepsarcs nporpasaa: (patch)
goTOpie  mosBOOT Qurosmposars anpocsl [10 «1C:Hlpeanpuamae 7.7» Ba saTHNHE
| MEXTPOHHOIY KTHOKQ L1% PastisusiX sepeuit 1aunoro [10: s dafie «readme.tx (nanxa
. «Program  Files'Sable' IC-Enterpriser) u daitre «homepage.btmls» (manxa «Program
: FiesSable'SABLE ON WEB») COICpKMICS TEKCT CO CBSICHMAMM © DOPSIKE
| ECHOIRIOBAHMA IMYIATOPE KON ANUAPATHOR 3AUBTHL CooTseTCTBYVIOUNX patch n
. cmocofax X VOTIHOBKI:
- 8 failte «Installloge (manxe «Program Files'Sablew) colepkures cseqeHus od
wrmsosxe 29.082006r. 1545 omyviagropa  MesTposHoro  xnoqa oz [0
«ICHpempustite» u coorsercreviouery patch (pug., 14k

2 Ladre (G Orogrs P Solde’ INETACL LOGT 'y LAy
e Daa fowe weea
inatallation Started @9/29/2006 15245 e
Title: Sable Universal Pactcher [astallaltion
Serce: P\Sable\sahle 384 . vun

Made 2ir: CiWProgram Files\Sadle

File Copy: C:\Progrim Files\SJ0Lle\UMILSE.ERE _
L Key: !‘.uftw&mmﬁﬂtxlﬁ.n&nﬁ\l‘.‘urrmthrsidn\ﬂniﬂstau\S-rhh Universal

g ﬁ-E

Jal: C:APROGAN™\Sanle \UMILSE . EXE CaAPROGER™IASADLeN INSTALL .LOG

Yrqon

h# Mame: Uninscallitring
tegid Rwat: 2

Cagy : :::wtmwa::mxw:umuurmt.n:

= EAWINDOVS \sustead2\dr ivers\insinl. Dk

iy Sl PO TALL LG ]
ey

g
g
if
i

windows\CurveatUersion\dninstaliisadle Universal
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P, 14, Orarwema Qaikia alnstall. loge

- daily «SableO0d.cxen. UMGQUUAICE B HCCICTYCMOM CD-scxe. 3amycxaer
' "&mwaumwmum NICKEPOHHOND KK SAIUATHE IPLIPAMMBL alCilpeanpraatiey.

34.6. Cpencrnamn [l EnCase Forensic Edibon nailaess: 63 HCmOHaeMuix
I 0 gcmioweHses  YCTOMIBIMBSCMMY OO SMOTMSHMIO UPH  YCT3HOBKE

e ¥ "#,--'-""' e



FunoucHue axcnepra Ne 2462/21 12

wornoit cneremu 11O «1C.llpampuame» (noapoedho oa. rafa.l). Kax cagayer
¢ reonl Ha HOKMUL kpoMe DEpeqMMeieHHNIN Bl VoTanomicHm cacayiowmue (UL
rpadiNeckuil penaxtop Adobe Photoshop, MS Office 2003 Professional; apxusarop
WinRAR. Paitnornie coctrany s1ux L1 cooT8eTeToy O Craniaptsmg,

Tooke na  HOKMJL nveorcs  dailiw  «patchbl.exen #  wpatch772.exevn,
ECCICACBAHME KOTOPRIX HPOSLIICHO B 11, 4 HCCACIORARMA,

4. Hecaeaosanue nporpavsm spatch6l.exes i «patch?7.exen.

Hecnenosanme uposoanioes ¢ uenoaszopanmenm [UL Process Monitor. [l
HCICI0BANHE NPOBOAHICE IKCICPTHAH AKCICPHMEHT (10 CACIVIOUCH METOAMNL:

- veranosxa LI 1C

- NCTAHOBKA IPAHBCPOB  OMVASUMH  VICKTPOHHOID  KIHOMA  3almin («Sable

Universal Patcher);

- uenoameume nporpavy  «Patchél.exe» b «palch?7exe» ¢ KOHTIpOIOM

BROIHSEMBN onepatptii epeacrsani T Process Monitor;

- MenOAHenHe  QAiloB,  MIMCHOHHRMIN B UPOUSCCE  Palotil  nporpavs

apatch60.exe» 1 apatch77.exey ¢ KOHTPOVIEM  BRIIVIHACMBIX  ONCpaLii

cpeacreamu [111 Process Monitor.

4.1. Hecaeaosanme uporpavyb apatch?7.exen,

A mecaeaoranuy padornl HPOIPaMMl «patch? T.eXes HA KOMIILIOTCPS IXCnepia
VCTRHORICHM,

- TN «1C: peaupustne, sepeus 7.7% B nanxy «ChProgram Filesi 1OV 7w

- APAHECPHl  AMVARUMH  NICKTPOHHOIO  KUOMG  3AUNHTH («Sable Universal

Patcher») s nanxy «CiProgram FilesiSables B COOTBCTUTHMI C MHCTPY KUMCIL

JUR KOHTPOI BROOAMACMEX onepaunit sanyuen UL Process Monitor, B
SOMAHIIHON Crpoke Koucoan Windows BRIROIHEHA KOMAHLQ apatch?7.exe '‘RF». B
LU TNRRT pdfuum HPOLTPAMMQ -,tl‘balq,_‘h.-'?.i..‘x\.“? NV ECLOMILIR & BHOCCHHN HIMCHCHM B {Pdﬂ.l
A Program  Files\IOvITBINUCY Texen  (pue.13). Coodumenna NPOIPaMMbl
BOaTBepLINe, B orverax 1111 Process Monitor (tada.2). Anaans orueros LI Process
Monitor NOKAIAL, YMTO NOMHMO BHECCHUR HAMCHOHMHA B HOROARKSMEIT Qaill nporpavss
IC «Ci\Program Files\ IOVITABINVICOVT.exen,  APVIMX  ACHCTBMIL  porpaMMa
"P'”-""h”.::xm; HE BRIIOAHAEL, K (Gailias JaHHRN He ofpalanacs o OAOKMpPOBaAHUY,
NOQMKANMK AHb0 Konnposann MHPOPMALIMK HE NPOHIBO A,

P i i o DA b




daitn  «lev7i.exen. MNOJAYYEHHBH B paymm npmm m:pnul'n
MenepHMCHTA H 3anucanHbii B nanky EX\ Cipatched\, coBnaaaer ¢ daitron «1cv7 exen,
~ peronmmes Ha mecneayemom HXKMJL B nanke «F:\Program Files\ICvITBIN» (puc. 16).

T

The two fles are dertica
F:\Program Fles I CviTBIN 1OV .ean
E:\1Cpatchad|1cvT exe

Lo J

Puc. 16, Pesyavrar cpasneiins daition «F \Program Files\I CviTIBINVIOVT exes, msetumerocs
mareayemor HOKMJL, w « ENTC patched\ lev7.exes, MOAYHEHROID B XOJC RCTHICPTHOND MciepuveTa

Takim ofpazom yeranomicno, uto Ha nccaexyemom HAXML yeranonacs [
C{lpeanpuaTie Bepeus 7.7». annapaTHO-NPOIPAMMHAS CHCTEMA JAIMMTH KOTOPOrO
UPROJOICHA CPEACTBAMM NTPOIPaMMBl «patch77.exen.

lIpn sanveke 1T «1C:llpeanpusarie» ¢ KOHTPOICM BHIIOIHACMMX oncpatmi
peacrsamu M1 Process Monitor  veTaHoricko, wro  npmaoxenne  «CohProgram
Flles\ICvI7\BIN\ 1 cv7.exe» REIOAHSET NPEAYCMOTPCHHNE PYKOBOJACTBOM NOILIOBITEIR

RicTRIS,

4.2, Hecaenosanne nporpammb «patch6l.exes.
Jan wecnteosania paGorsl NporpaMMul «patch60.exen Ha KOMIBOTEPS IXCHEPTA
YCTAHORNCHM:

= I «1C:Byxrarrepus-Ilpog. a8 Windows 95, mepcus 6.0» B panxy

«CAISBW6»:
~ JpailBeps! HMYASUHE NICKTPOHHOIO KTIONA SAUHTH («Cabasw) B manxy
«C:\Program Files\Sable».

B nanke «C:\Program Files\Sable\lC-Enterprise» HMCCTER ¢aitr «patchtd.cxes.

KOHTPOAS BRMOTRsEMMX onepamuit sanyuren T Process Monitor. B xosan ol
“TRoke koncon Windows BMNOANEHA KOManaa «patch60.exe C41SBW6' Isbw.exes. B
TNliecce paGora nporpamma «patch60.exes YBEIOMILIA O BHECCHIN wIMencHIA & $al
‘c:“ISBWﬁ\I-sh\xzexem (pnc. 17) CoobGUICHHA MPOTPAMME NOITBCPILIHC, 8 OTHCTEN

Process Monitor (ﬁﬁn. 3). Anamis OTHETOB nosasal, HIo NOMHMC BHOCCHMA
SMeteut B dailn «C:\1SBW6E\1sbw.exes, APYTHX AciiCTBHA MporpasMMa spatchS0 exen
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Puc. 17, Cootennn nporpassis apatchal.exen,

Hsmenennnit daiin «C: 1SBW6\Isbw.exer apndercsa uenoangemsim daitimom [T17
ACByxramrepus-Iipod». [Tpn 2anyexe [T «IC:Byxramrepua-Tipodiy ¢ kowrposes
supoTHAeMBiX.  omepaunii  cpeacrsamy [T Process Monitor  yverawosieso,  9ro
Piaomenne «C:AISBW6\ Ishw.exey BhIMOIHACT NPEAVCMOTPEHHLIC PYRKOBOIACTHOM
HIBI0BATCR ICiicTBIY.

Hporpamyet 1€ MMEIOT aNMaparHO-MPOrPAMMHYIQ: CHCTEMY JULINTE. TPOTPEMM i
QAWHEX. 0T Hegeragbuoro nenoanzosauna (HASP - Hardware Against Software Piracy).
A2HR3g AT BEJIIOUACT B ceds annapaTHhii KII0Y 3QUIMThL 3 TAKKE Hatop npoueayp
#Qymxunit (AP - Appiication Programming [nterface). HOAKTIOMaEMBIX K JRUHILACMOH
Porpamme B sy voavs. [TogkmodaeMbie MOAWIH HE OVHKUHOHATBHEIC BOIMOXKHOCTIH
i ETN Y nmporpaMMel He sapmior. HASP na nporpaMMmBoM: VPOBHC ONPEICIACT
ITCYTCTEME Kova: G0 HATHMHE IMWISTOPOS MIEKTPOHHOND KIOYL. TAKHX, KaKk «Sable
Universaj Patcher». B cayvuaae OUHAPVIKEHHA MOACUHOrG: IMWIATORE, JallHinaeMan
POIpaMMa: e sanvexkaercs. [lporpamaa «patch77.exe» saMenser Tabdaniy BbHiZOBOB
HASP APY 44 viupaeT npoBepKy HAMMHA dMyIsTOpa. B pesyasrare ImaX. JCHCTBUH.
TPorpasuma apatch77.exe» CHHMAET ANMApaTHO-POrPAMMHYIO  CHCTEMY  SALITH
oAy [ C ot eteraaBHOro HEOILI0BAHHA,

3. Pesvarprarss AHTHBHPYCHOH TPOBEPKH,

B! pesyrikrare: anmssupycuoit nposepku ¢ nomomsio [T AVP Personal v.5.0.123,
POIDAMMEL «patch60.exey w «patch77.exe» KaK BpPeAOHOCHBIC: HE LICHTHOHIIpYIOTCA
ML 2.2, 3.2 neeneopanin).

44 Pesvasrar secieaosanns, MPOBCACHHOIO B COOTBETCTAHM ¢ METOIMHCCRHM

MEHIAHaMIE 10 0GHAPYSKEHHIO TPETOIOKHTEIBHO BPEAOHOCHRIN: TPUTPaMM.

H[:{:;]uﬂm.m"“ﬂ_ Ilpmmh:llllﬂﬂ B COOTRETCTHHH C MCTOHYCCKHIMH

MEIRINAMI 10 ofHapYCKeHHIY) TPEANNIOKHTEIEH0 BRCI0HOCHLIN. TPUIPHRMM (71,
B0 oToMmaTe IR peswaprar. [py HCCICIOBAHNH HCIOALIOBAIOCS, ClEIyiollCs

l1!!"'I'l-li.ﬁlll?nr!l.lI'.'flﬂll'. olecnerenne: TileAnaliser, PE-Tools. P'EEHPH}I'E]'. ANZ.
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5. CAHTEe3NpYIOMAA HaCTs.

[Tpn oTBETAX HA MOCTARICHHBIC BOMPOCH IKCTIEPTH HCXOMLTH W3 CISAVIOINETro:

-Zakon [1] n TOCT [4] deTKO paOIrpaHHIMBRIOT MONATHA «HHOOPMALHID W
cpecT ee 06paboTKH, T.€. «NPOrpaMMHOro obectiedennay (1.1 HeCIeaoBARNA );

-npr meydenns dalitor 0632 JaHEBIX YCTAHORICHO, 9TO OHW HE COICPXAaT
audopmarm (. 3.2 /. 3.2.4 seeie108anna )

-B peIVIABTATE AHTHBHPYCHOW MpoBepkn nporpamy, miewmadmumpyemux [IF]
AVP Personal v.3.0.123 xak speiaonocnsie, Ha necaeayemsx HAM v xoumaxT-amcxe
#  o0HApY&EHO, HCCle0BaHRe ¢  Henoaszosammem  Murepmwer-cepmmca
hipz//virusscan.jotli.org/ (21 aHTHBHPYCHII CKaHep) TaKAKe MOKAWIO OTCYTCTRHEC
EPEIOROCHBIX MporpamyM Ha uecteayemom HIAKMJL (mm. 2.2, 3.2 nccaenosanna .

-apam3 otveror [II1 Process Monitor nokazal, 4970 NOMEMO BHCCCHHA
AIMEHeHI g HCTIOTHACMBIH daitr [pOrpaMMb 1C «C:\Program
Fles\ICV7ITBINVICv7.exen, apyrux IeficTBuit  nporpavma  «patch77.exe»  we
BMMOTHA T, K Gaiviaym JaHHex He o0pamaiack H OJ0KHPOBAHMA. MOIHQHKIIHN amGao
Sompoeania MHOpMani He NpoM3IBOIHAA (M. 4.1 mecaelopannA);

-ARATHT OTUSTOR MOKZIAL. 9TO MOMHMO BHCCCHMA moMeHennii 8 dai
CHSBWE 1sbw.exer. Apyrix aeficTeuit nporpaMma «patch60.exen ae BnOIHAIR (1.
+1 ueetenoranma ),

- HCCienoeanue, MPOBCIACHHOC B COOTECTCTRHH c METOIHICCKHMH
PEOMEHIAIMAME Mo oOHAPYAKSHIIO NPEINOIOKHTETBHO BPCIOHOCHRX nporpavy [7].
10 OTpHNaTe T ABI pe3yasTaT (1. 4.4 HCCACI0BARKA).

Taxmw ofpajoM. B peIVIBTATE HCCICIORAHHA YCTAHOBICHD, 9T0 HAa HCCACTY CMuIX
6 X HC HMCCTCA ﬂ’pﬂi‘pﬂ.‘ﬂ!ﬂ. npm,:mmm‘. K HECAHKIMOHHPDOBAHHOMY
TOXHPORARMIO, MO MdUKAIHN THOO KONHPOBAHHIO HHGOPMAIHH.

Bripodni

050 Y. -F 3. 5. Ha xoMImaKT-IHCKE PHILIPS CD-R 80» cepuftanit HOMep
:ﬂ?llﬁ31ﬂﬂlﬂj4ﬁ,3ﬂp i xecTkom awcxe Ma2pkr  «SAMSUNG»  nporpass,
TMMX X jecaNKIIMONHPOBAHROMY  OIOKHPOBAHMIO, voandukamy  ubo

OlEpoRaio HHOOPMAIIHH. HE HMELTCR.
4. Ha xosmaxr-vcxe PHILIPS CD-R $0» cepuitnsiit Homep 0507210310B20346-

0P AeCTROM Jmcke Mapxe «SAM SUNG» BPEI0HOCHBIX NPOTPEMM HE HMECTCA.

Kenepry




neenenyemom HKMJIL

Sauma‘quﬁﬂfmmwm%m[

.3. Wﬂpﬂ YCTaHOBRE onepauunnnnﬂ CHCTeMBI 1 I‘IB ﬂlC.ﬂpﬂJﬂTpﬁm}, Haﬂa%mw o

MonKei NYTH W UMK KCNONHREMOro daiina nporpaMmel

HaasaKie u KpaTKoe onucanue

Files\Adobe\Photoshop CS\ImageReady.exe

MporpamMma npocMoTpa WaobpaxeHui

" i2 F'\Prw Files\Adobe'Photoshop CS\Photoshop.exe

padhuueckwit pegaxrop

- [ | F\Program Files\Adobe\Photoshop CS\Required\Droplet
3 Template exe

Moayns Adobe Photoshop

F:\Program Files\Adobe\Photoshop
CSiSampies\DropletsiimageReady Droplets\Constrain

Moaynb Adobe Photoshop

F\Program Files\Adobe\Photoshop

3
-
HE
- ‘| 350, Make JPG 30 exe
§ | CS'Samples\DropletsiimageReady Droplets\Constrain to

Moayns Adobe Photoshop

p 2005200 pixels exe
-; F\Program Files\Adobe\Photoshop

5 E CS\Sampies\DropletsiimageReady DropletsiConstrain to
64]:54 pixels exe

Moayns Adobe Photoshop

7 E CS'Samples\Droplets\imageReady Droplets\Make

“ F\Program Files\Adobe\Photoshop
r
| | Butlon exe

Moayne Adobe Photoshop

: | FA\Program Files\Adobe\Photoshop
. | 8  CS'Sampies\Dropiets\imageReady DropletsiMake GIF
| (128 colors).exe

Moaynb Adobe Photoshop

*. F*Program Files\Adobe\Photoshop
Cﬁﬁanphﬁ'{}mﬂetsaimageﬁeaﬂy DropletsiMake GIF (32,
. ___ rodither) exe

W

Moayns Adobe Photoshop

- - F\Program Faes\Adobe'\Photoshop
CS\Sampies\Droplets\imageReady DropletsitMake GIF (64
|'; __Lmbrs} exe

Moayns Adobe Photoshop

2 | F'Program Files\Adobe\Photoshop
b  CS\SamplesiDroplets\imageReady Droplets\Make JPEG

Moayne Adobe Photoshop

|!- F-Program Fies\Adobe\Photoshop

2 | C9\8amples\DropletsiimageReady Droplets\Make JPEG Moayns Adobe Photoshop
I . {Quaiity 30) exe
| F\Program \Adobe'\Photosho _
F i1 Wﬂjﬁfﬁm5 Droplets\Make JPEG Moaynt Adobe Photoshop
| 8. 50) exe
d Wﬁiﬁeﬁu;ﬁﬁeﬂy Droplets\Metal Slide Moayns Adobe Photoshop
15 Wﬂ;wﬁ Droplets\Multi-Size Moaynb Adobe Photoshop
Mﬂm;ﬁm,ﬁ‘ Droplets\Rounded Rect Moayns Adobe Photoshop
Mogyns Adobe Photoshop
Moaynb Adobe Photoshop
Aoaynb Adobe Photoshop
ned Photo.exe MoRy

Monayns Adobe Photoshop
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F:\Program Files\Adobe\Photoshop
21 | CS\Samples\Droplets\Photoshop Droplets\Constrain to
300 pixels.exe

Hassanue u kpaTkoe onucaxue

Moayne Adobe Photoshop

[ F:\Program Files\Adobe\Photoshop
- 22 | CS\Samples\Droplets\Photoshop Droplets\Constrain to 64

Moayne Adobe Photoshop

| puels. exe e

| F\Program Files\Adobe\Photoshop

' 23 | CS\Samples\Droplets\Photoshop Droplets\Drop Shadow
| Frame.exe

Meayne Adobe Photoshop

| F\Program Files\Adobe\Photoshop
- 24 | CS\Samples\Droplets\Photoshop Droplets\Make
| Button.exe

Moayne Adobe Photoshop

| F\Program Files\Adobel\Photoshop
25 | CS\Samples\Droplets\Photoshop Droplets\Make Sepia
 Tone exe

Mogyns Adobe Photoshop

 F\Program Files\Adobe\Photoshop
- 25 | CS\Samples\Droplets\Photoshop Droplets\Save As JPEG
| Medium exe

Mogayns Adobe Photoshop

F\Program Files\Adcbe\Photoshop
&7 | CS\Samples\Droplets\Photoshop Droplets\Save As
_Photoshop PDF .exe

Mogyns Adobe Photoshop

23 | F'\Program Files\Microsoft
_ Office\OFFICE 11\1049\MSOHELP.EXE

Moayns NN MS Office

=5 | F\Program Files\Microsoft
| Office\OFFICE1111045\SCHDPL32 EXE

Moayne NN MS Office

3 | F\Program Files\Microsoft
__ | Office\OFFICE 11\1048\UNPACK.EXE

Moayns NN MS Office

31 | F'\Program Files\Microsoft Office\OFFICE11\DSSM.EXE

Moayns NN MS Office

32 | F\Program Files'\Microsoft Office\OFFICE1 \EXCEL.EXE

NN ana pabote: ¢ Tabnuuamy MS
Excel

33 | F\Program Files\Microsoft Office\OF FICE1 1\FINDER EXE

Moayne NN MS Office

_% | F\Program Files\Microsoft Office\OF FICE11\GRAPH.EXE

Mogyne NN MS Office

15 | F'Program Files\Microsoft
— . Office\OFFICE 1 1UNFOPATH.EXE

Moayns NN MS Office

% | F\Program Files\Microsoft

[N ans paboTol ¢ 6233MU A3HHLIX
MS Access

—_| Office\OFFICE11\MSACCESS . EXE

;-‘?:.L’rF.‘Fragram Files\Microsoft Office\OFFICE11\MSET7.EXE Moaynb NN MS Office

13 | E;F»ireﬂ%am FilesﬂdicmsoﬁMED exE Moayns MN MS Office

—l FFICE11\MSOHTMED.

"B | F\Program Files\Microsoft Office\ OFFICE1TWMISPUB.EXE | Moayns 1 MS Office
4 | F\Program Files\Microsoft Moayns NN MS Office

~ | Office'OF FICE 11\MSQRY32.EXE

41 | F'\Program Files\Microsoft Moayns NN MS Office

| Offica\OFFICE11\MSTORDB.EXE

i:i F\Program Files\Microsoft e Moayne NN MS Office
] HD,__"'H:E'. WOFFICE11\WMSTORE. A WS Office
ﬁfflﬁﬁram Files\Microsoft Office\OFF ICE1 ﬂﬂls.EJ{fE ﬁz:;:: gn o
L“-‘-J-E"_"'Efﬁfam Files\Microsoft Office\OF FICE1 NOSA.E

MNoutosbi KueHT MS Outlook

45 | F'\Program Files'\Microsoft
~ L Offica\OF FICE11\OUTLOOK.EXE AiFT ANA Co3AanMA npeserTauui MS
4 | F\Program Files\Microsoft PowerPoint
| Office\OFFICE 1 1\POWERPNT.EXE S Office
47 | F\Program Files\Microsoft Moaynb
L Office\OFFICE1 1\PPTVIEW.EXE WS Office
48 | F\Program Files\Microsoft Moaynb
- Ofico\OF FICE1 1\PROFLWIZ.EXE i Office
49 | "\Program Files\Microsoft Moay
| Office\OF FICE11\SELFCERT.EXE

ﬁy

G g
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F\Program Files\Microsoft _ .
¥ | Office\OFFICE11\SETLANG. EXE Moayns NN MS Office
$1 | F\Program Files\WMicrosoft Office\OFFICE11\UNBIND.EXE | Moayns 1 MS Office
F:\Program Files\Microsoft _
 * | Office\OFFICE1 1WAVTOASF. EXE Moayns 11 MS Office
53 F\Program Files\Microsoft TekcToso-rpadpudeckuid pepaxkrop MS
i Office\OFFICE11\WINWORD .EXE Word
1 : : dyHUMOHAN NporpaMmbl
l # | F\Program Files\Sable\1C-Enterprise\Patch60.exe UCCTIeAYETCA HIKe
| : - ; DyHKLKOHAN NPOrpaMMbl
5_55 F\Program Files\Sable\1C-Enterprise\patch77 exe UCCNIBAYETCA HIKE
5_55 F\Program Files\Sable\Tools\dumper.exe Eﬂﬁﬁﬁﬂ:ﬁ: Sgllcbasdlials
i- . : ; [TporpamMma AnA pacnaxkoBkn
Lﬂ F\Program Files\Sable\Tools\Ishield.exe oTaensHbIX (hainos ua nakera 1C
| M Ana yaanesus nporpaMmo
58 | FAProgram Files\Sable\UNWISE EXE M Por
| FlporpamMma perucTpaumi Kioven B
f 3 i F\Program Files\Sable\WINNT\wdreg.exe pep:;pe ﬂcp P
%0 | F\Program Files\WinRAR\Rar.exe ApxupaTop
.l sile _ . MporpamMma yaaneHwa apxvearopa
L_ F\Program Files\WinRAR\Uninstall.exe WinRAR
L% | F\Program Files\WinRAR\UNRAR.exe [N ans pacnakosky apxmeos RAR
58 | F\Program Files\WinRAR\WINRAR.exe ApxneaTop

Sl (T ey
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Tabanua 2. Oruer [1T1 Process Monitor o paGote nporpassst «patch77.exes.
N Wus OeucTeue
‘v | npouecca npuecca Obvexr pedcTeus npoyecca mnﬂm".;
_ | pakchi7.exe Process Start SUCCESS
' 2 patch77.exe [Thread Create SUCCESS
ol QueryNamelnfo! | i
! 3 Patf;h??.exe 'm': atri-; nFile C:\Program Files\Sable\1C-Enterpnse'\patch?7 exetESUCCESS
_ 4 patch77.exe Load Image  C:\Program Files\Sable\1C-Enterpniselpatch77 exeSUCCESS 3
!r5 patch77.exe Load Image b:\WINE}DWE‘sSystemBEmth_dH SUCCESS |
| 6 }:atch??.exe E::E{’;E:”n:mmic:wmgmm Flies"nS»ablenC-Enterprtseﬂlpatm??_exe;EUCCESS _l
| . CWINDOWS'Prefetch\PATCH77 EXE- NAME NOT |
| ; i . |
L.i Patch??.exe CreateFile 5;&1522E3D~pf FOUND cav)
| KLM\Software\MicrosofttWindows NAME NOT
8 ratch??.exe RegOpenKey NT\CurrentVersion\image File Execution FOUND |
L] Options\patch77.exe ! =i e
_!_5 palch77.exe CreateFile C:\Documents and Settings\AQMUHHCTPaTOD SUCCESS 1
10 }:atch??.exe Eiesmemcc*"!c;mocuments and Settings\AQMUHUCTPATOP SUCCESS
E | C:\Program Files\Sable\1C- FASTIO |
-}._1 katm??,exe Pueryﬂpen Entemﬁselpatch??.e::e.mcal DISALLOWED
. i | C\Program Files\Sabie\1C- NAME NOT
|1 reg
::__13 patch77.exe Load Image p;xw;NDGWS\SystemEZﬁ{ERNELSE DLL SUCCESS |
| 1a | .. ] KLM\System\CurrentControiSetiControfTerminaly y~~e g ;
% paich7i.exe RegOpenKey oonar | -

| 15 patch77 exe

HKLM\System\CurrentControiSetiControfTermina SUCCESS

—

| 18 patch77 exe

\CurrentControiSet\Controf\Terminal
ReqCloseKey HKLM\System\Cu iSUCCESS

4:.___
17 patch77 . exe

Server

C:\Program Files\Sable\1C-Enterprise\patch77 exeSUCCESS

; ReadFile : ==
_18 patch77.exe Load Image __ CWINDOWS\System32WUSERSZ DLL SUCC |
L19 patch77.exe Load Image  C:WINDOWS\System32\GDI32.DLL SUCCESS ;
20 paich77.exe Load Image _ C:WINDOWS\System32WDVAPIS2 D% SUCCESS |
"2 batchi7 exe Load Imags _ CWINDOWS\System32\0LEAUT32 DLL Ut
B batch77 exs Load image _[C.\WINDOWS\System32MSVCRT.DLL Tt =
-2 patch77 G WINDOWS\System32iOLE32.OLL SUCCE
1255} Gxo joad mogs se'patch77 exeSUCCESS
,25 Ch77 exe ReadFile C:\Program Files\Sable\1C-Enterpriseipatch EI )
' % pay HKLM\System\CurrentControiSetiControl Temindie, e g5 '
= Pachi7.exe RegOpenKey sarver |
P ‘ Control\Terminal |
| 27 HKLM tem\CurrentControiSet! SUCCESS _
| ieh77. exe RegQueryValuege e T pat : ?.
28 KLWEUWMWTMMESS ,.
ih77.exe RegCloseKey |lsarver } :
KLW&AMMH;%% NAME NOT :
8 th77.exe RegOpenKey Eﬂﬂurrenwefmnﬂrrmge File Execution Fuunn i
ptions\GDI32 dl a_,.
'- KL..msgmreuﬂmsamwnduﬂs _ MMEHGT :
RegOpenKey T\CurrentVersionimage Fitle Executon Fm ;
KLM\System\CurreniContros FOUND E
RegOpenKey nwlnmt !
1 M\SoftwareMicrosoffiwindows SUCCESS
RegOpenKey : | %m
ion\Compatibility32\patch7?
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Fon - npuecca ObvexT aehcTeus npouecca PB-’)‘HF
,' HKLM\SOF TWAREWMicrosoftiWindows
3 PBEM?‘EE FEQC*EEK&? NT\Currenwersmnicamnanhﬂmﬂz‘ ISUCEESS
| & HKLM\Software\MicrosoftWindows
B W?"E“E he'gﬂpe““‘“ CurrentVersionIME Compatibility PUCCESS
' ... HKLMEGFW&’F’LRE\MIJGSD&\WIHHM NAME NOT
¥ Pm?*’-e“e HEQG”‘“TWEI YENT\CurrentVersion\IME Compatibility\patch77 FOUND
i | 5 - HKLMISOFTWAREWMicrosoftiWindows =
3 palchT7.exe EEQCLGEEKE} NT\CurrentVersionIME Compatibility ;&JCCESS
i ' ... HKLM\SoftwaretMicrosoftiWindows '
[~ patch??.e:-:e ;REQDPEM‘E} NT\CurrentVersion\Windows F“UCCESS
- ' HKLMSOFTWAREWMIicrosoftiWindows :
! » bﬂtch?f-ﬁxﬂ REQQJ#??EIUENﬂCurrenWErsmn‘a‘»."u.*mﬂaws‘h.ﬁﬂpl'n* DLLs PUCCESS
! - HKLM\SOFTWAREWIicrosoft\Windows |
0 pachi7.exe hegcins_l{ey NT\CurrentVersion\Windows SUCCESS
’ HKLMSoftwareWMicrosoft\Windows ’
41 I1:he;1c:h}"‘f_u:.-:-:e Laegﬂpenl{ey NT\CurrentVersion\mage File Execution FSEED”DT
L | Dptions\RPCRT 4.4l !
| | HKLM\SoftwareiMicrosoftiWindows NAME NOT
&2 patch77 exe RegOpenKey NT\CurrentVersioniimage File Execution F-‘GUHD
. | otions\advapi32.dil

_
| 43 Patch7T exe

RegOpenKey gorver

HKLM\System\CJrrew:CuntmFSeﬂﬂc-n*rahTEanaiEUC CESS

& Datth77 exe

RegQuenyValueg, =00 T8 AppCompat

HI{LMES-,rstﬂrn‘tf.‘-ur&ntﬂmimiﬁe‘\ﬂ:ﬂﬂﬂﬂ“ﬁ”ﬂIW’EUCCESS

—

HKLM\System\CurrentControlSetiContro NT ermmal su CCESS

-:5 PaIChT7 exe hﬂgm*’eanlueaewe-x‘rsugefnablﬂa
= \C rrentcun:m:SeﬂCantmﬁTemma1
(% patcn77 exe RegCloseKey EE;EF‘SYS‘E‘“ ? SucCess
:_? pawch77 exe REQGFE"K-EY Enr::urrenwerslnmwlnmqnn SU
& HKLM\SOF TWAREWicrosoftiWindows NAME NOT
patch?? exe FEQﬂueri’“ﬁ””Euﬂf_‘;urrenwersmn‘t‘r"‘h"lnlﬂgﬂﬂﬂeakﬂaﬁ‘ FOUND
Palth?? exe REQCIGEEKE:y NT\CurrentVersioniWinlogon isuccEss
--.__Eatth?? exe Regﬂpenlie5 HKLM _ NAME NOT
I 5 | HKLM\Software\MicrosoftiWindows .
S o ChiT7 exe FEQC’F’“”KET' NT\CurrentVersion\Diagnostics FOUND
el | HKLM\SoftwareMicrosoftiWindows NAME NOT
32 bmr.:h?? exe RegOpenKey T\CurrentVersioniimage File Execution FOUND
ot 1 Iq ptions\imsvert.dl %
=B KL MSoftware WIicrosoft\Windows NAME NOT
f 38 Lamh?? exe };Eggpem{ey NT\CurreniVersionUmage File Execution FOUND
Optionsiole32 di BUFFER

Lm” e t}uaryrdamelnfﬂt \Program Files\Sablel1C- -Enterprise\patch77 X8~y eney oy

1"""‘1——
55 bmﬂhﬁ'? exe

rmationFile
QueryNamel “fﬂg;-xpmgfam Files\Sablel1C-

mmwam

rmationFile |

R CreateKey HK

i 77 exe
37 17 exe

KLVWSO
FegSafVﬂlﬂE

m??:m

CloseKe

Hﬂa@ﬁ?,axz

8 77 exe

] & 77 .exe

Fegcmh'

'\—Ei\??m

RegOpenKey HKLMiSotwareh
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& Hwms Heacreue PesynsTar

m! npoLecca npuecca ObvexT gewcrera npouecca ed

B KLMASOFTW, ' \

& ;;amh??.exe RegQuenyValuel - EE:H AREWMicrosoftiOle\RWLockResour GUEEI;IUT

"5 pachi7exe RegCloseKey HKLMISOFTWAREWMicrosoftiOle SUCCESS

65 patch77.exe RegOpenKey HKCRUnterface SUCCESS

"8 patch77.exe RegCloseKey HKCR\nterface SUCCESS

. - |

6 bocn7r exe RogOpenkey [IKCRurieriace (20020400-0000-0000-C00- kyjcess

| 5 [

8 patcniT.exe RegCloseKey E&%ﬁgg;ﬁﬁ{ﬂw“‘””’Gﬂ”“””“m'mm SUCCESS
| g HKLMSoftwareWMicrosoftiWindows |

89 patch77.exe RegOpenKey NT\CurrentVersion\image File Execution h;{";ﬁéq o

= ] | Options\oleaut32.dll FAME o

0 i:uatm??,exe hegﬂpﬂni{e? PKLMESDFTWAREMEH&EEH\GLE#-UT OUND

I [ I _ E NOT
7t patch77 exe RegOpenkey HKLMISOFTWAREWicrosoftOLEAUTIUserEra r‘:c}uwﬂ
=== ; 5 _ AME NOT
| 2 'pazch??.exe IHEQGpEnKey ﬁKLM'mSDFW#AREUﬁIﬁf&Sﬂﬁ\GLEAUT FOUND
| ) HKLM\Software\MicrosoftiWindows AME NOT
- 73 paich?7.exe L?egﬂpenKEy T\CurrentVersion\image File Execution OUND
!_ | Optionsi\ntdildll !
T | KLM\Software\MicrosoftiWWindows E NOT
|74 patch77.exe RegOpenKey NT\CurentVersionimage File Execution OUND
| | Options\kernel32.dll : :
75 pech77.exe ReadFile C-\Program Files\Sable\1C-Enterprise\patch77 exeSUCCESS
18 patch77 exe RegOpeniey HKCU ﬁiﬁfﬁf};
77 patch77exe RegOpenKey HKCU\Software\Boriand\Locales FOUND
— | t AME NOT
13 patch77 exe F?E-gﬂpen}{ey HKCU\Software\Borland\DelphiiLocales _ ] OUND
T ; t p—|KLM‘LSystemiCurrentCﬂntruiEeﬂCnntmﬁS&ssi'ﬂﬂ 1=:.':~;LI=L'.:‘:CESS
¢ Paiﬂh??.exe RE'QGI}E”KEY Manaﬂ_&l" . 1
1 HKLM\,sygtemicurrentc:ﬂntm!SetkContmnSﬁssm NAME NOT
9 pateh77 exe RegQueryValuey, . agensafeDliSearchMode : jFE'””D
=1 1 HKLM\System\CurrentControlSetiControhSession g\ jccegs
91 patch77 exe RegCloseKey panager EAST 10
et — | C \Program Files\Sable\1C- b JSALLOWED
%2 patehT7 exe QueryOpen Ente:-prisetpatch'”-ﬂus NAME NOT
3 | | C:\Program Files\Sabiel1C- OUND
i pacn77 exe FfEEtEFiI'E Ent&;pﬂﬁeipatﬁh??-ﬁus CAST IO
e | | C.\Program Files\Sablel1C- EISA.LLDWED
17.exe QueryOpen nterprise"-pamhn'ﬁus E NOT
C\Program Files\Sable\1C- OUND
; E_Emm??.exe CreateFile nterprise\patch77 RUS 25T 1O
- \1C-
l \Program Files\Sable ISALLOWED
2 ' - RUS.DLL
. 77.exe QueryOpen nterprise\patch77 AME NOT
7 77.exe [CreateFile Entgrprise‘upﬂlchﬁ-ﬂus‘nu U AST IO
. 1es\Sable\1C-Enterprise\patch77.R E.sm LOWED
% batch77.exe ueryOpen  [C:\Program Files\S < NAME NOT
, les\Sable\1C-Enterprise\patch77.RUE 6 ;N
& 77.exe [CreateFile C:\Program Files tch77.RU ARTIO
‘ ses\Sable\1C-Enterprise\patch /7. RYn s | OWED
9 batch77.exe QueryOpen  [C/\Program File ENOT
¢ “Program Files\Sable\1C-Enterprise\patch77.RUpounp
77.exe CreateFile e o AST IO
% \Program Fiﬁﬁabﬁnu ISALLOWED
77.exe QueryOpen terﬂf'ﬁﬂml':hﬂ'n —

o g/f Rap—
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| : np:;?:ca E;Tg;;: ObvexT aedcraua npouecca ETT:ET
C:\Program Files\Sable\1C-

k] Palch'?? exe CreateFile Enmﬁpﬁse‘paﬁh?? RU. I:1ILCL Sﬂﬁ DNGT

_ ™ patch77.exe RegOpenKey HKLMisoftware\ic\1evi\7.7 SUCCESS
"85 pakh77 exe RegQueryKey HKLM\SOFTWAREMC\CVA7.7 SUCCESS
% patch77.exe RegEnumKey HKLMISOFTWARE\IC\Cv7\7.7 SUCCESS
| §7 patch77.exe RegCloseKey HKLM\SOFTWAREMCMCV\Z.7 SUCCESS
| HKLM\software\1c\1cv7\7. 7\ C . Npeanpuatue SUCCESS

EL':'.AE ?:atdw??,exe Hegﬂpenl-(ey Lceregan epons)

HKLM\SOFTWAREVCVCV7\7. 7\1C:NpeanpuaTi
ke (cetenan sepcus)\1CPath SUCCESS

® I*aatch??.exe RegQueryValue,

——m——— oz

KLM\SOF TWAREVICVICvA\T. M C.NMNpeanpuatu PUCG ESS

10 Fatﬁ??.exe RegCloseKey |, \erenan sepcus)

101 patch77.exe CreateFile  C:\Program Files\1Cv7T\BIN\icv7 exe SUCCESS
108 batch77 exe ReadFile C.\Program Files\1Cv77\BIN\icv7 exe SUCCESS
108 patch77 exe  WiiteFile C \Program Files\1Cv7 7\BIN\1cv7.exe SUCCESS
110 patch77.exe WhiteFile I SUCCESS
111 patch77 exe CloseFﬂe C:\Program Files\ICv77\BIN\1cv7.exe SUCCESS
112 patch77 exe  ReadFile CWINDOWS\SYSTEM32\KERNEL32.DLL SUCCESS
113 palch77 exe [Thread Exit ~ SUCCESS
L 114 patch77 exe  Process Exit SUCCESS
15 patch77 exe  CloseFile C\Documents and Settings\VAamukucrparop  SUCCESS
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Tabmua 3. Oruer [T Process Monitor o pabore nporpamssr «patch60.exen.
N | Rewncraue PeayneTat
an | Wus npoyecca \ npuecca O6bekT geircTana npoyecca T
| Patch80.exe  Process Start SUCCESS
2 Patch60.exe  [Thread Create SUCCESS
s i QueryNamelnfor C:\Program Files\Sable\1C-
5 !chhﬁﬂ.exe E‘natinnF ile Enterprise\PatchB0.exe SUCCESS
L o C:\Program Files\Sable\1C-
¢ PatchG0.exe Il.mad Image Enterprise\PatchEﬂ.exe SUCCESS
5 PaichB0.exe  Load Image C:\WINDOWS\System32\ntdIl.dll SUCCESS
L QueryNamelnfor C:\Program Files\Sablet1C- SUCCESS
¢ Patch60.exe mationFile Enterprise\f‘-‘amhﬁﬂ_exe S EE
) | . WINDOWS\Prefetch\PATCHB0.EXE-
i Fat:::hﬁ{l.exe lCreateFlle EEDE? AAS.Df , SUCCESS
- I]uer‘;.'Standardlnf’ AWINDOWS\Prefetch\PA i - SUCCESS
;i FE:EhEﬂ.EIE prmationFile 6D27AA4.pf
g Pas , CAWINDOWS\Prefetch\PATCHEO. EXE- SUCCESS
¥ PELChEﬂ.EKE ReadFile Ibsﬂ,z?m,qpf
| ™ atchtD.exe Closebile 35D2?M4pf SUGCESS
11 Paich60.exe  CreateFile C. A
' U
12 Pateh60.exe Euewlnfarmat:nn C: S
g NMolume INVALID
N _ DEVICE
'3 Patch60 exe TIEES}'E!ET‘HCGHHDC; REQUEST
18 SUCCESS
14 Patch60.exe  CreateFile C:A SUCCESS
.15 Patch60.exe  QueryDirectory C:\ NO MORE
| 5 | | | A FILES
3";?- fatchﬁﬂ-exe PueryDnrectnry' - SUCCESS
./ _Patch80exe CloseFile C. SUCCESS
18 Patch6 exe CreateFile____C:PROGRAMFLES SUCCESS
irjtchsn.exe QueryDirectory _ [C:\Program F1es NO MORE
| i ILES
D Patchéoexe  DueryDirectory irogram Files SUCGESS
2 PaichB0.exe  [loseFile C:\Program 7188 SUCCESS
2 CreateFile C:\Program Files193 | SUCCESS
QueryDirectory _C:\Program Filsg\Sana NO MORE
. ; Files\Sable FILES
QueryDirectory C:\Program ; T SUCCESS
: C:\Program Filesioa SUCCESS
pAossrlle - Program Files\SableV1C-ENTERPRISE SUCOESS
CreateFile \Progh : le\1C-Enterprse
AueryDireciory_[C\Program Files\Sene NO MORE
Query — 1as\Sable\1C-Enterprise FILES
Directory ~ (Ci\Program FIIES™ . SUCCESS
Bl Files\Sable\1 C-Enterprise S
CloseFile \Prograrc SUCCES
£ CAWINDOWS SUCCESS
Createrlie S AWINDOWS NO MORE
QueryDirectory L WS FILES
QueryDirectory C:WINDO SUCCESS
R CAWINDOWS SUCCESS
CloseFile S WINDOWS\system32 SUCCESS
CreateFile :1MND0w$EyStEm 32 NO MORE
RueryDirectory C: DOWSisystem3?2 FILES
W : SUCCESS
ueryDirectory WINDO HS\systems2 r SUCCESS
CloseFile WINDOWS\system321con™d
CreateFile ' 7V,

I__.-J'
P
a

(o femaen

i P P
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;:1 Hma npouecca a;tg;e Ofvext aefcTana npouecca
r 39 Patch60.exe QueryDirectory  CAWINDOWS!system32\config
: 40 ltFatchEl}.ea{e ?uewﬂirectury C:\WINDOWS\system32\iconfig
31 Patchb0.exe  CloseFile C:WINDOWS'system32\config

42 Patch60.exe  CreateFile C\WINDOWS\system32\ntdil.dli
|43 PatchB0.exe Eﬁgﬁi’f”’”f' \WINDOWS\SYSTEM32\NTDLL DLL SUCCESS

| Il _

44 PatchB0.exe CreateFile C\WINDOWS\system32\kernel32.dll SUCCESS
55 Patché0.exe Efg{gg}iﬂmlnfFlEMNDﬂWSISYSTEMSZMERNELSE.DLL SUCCESS

| fmatg
— i i SHARING
|4 PatchB0.exe  CreateFile |b:‘ﬂ.i"\r‘lhl[JI:Z}U‘u"Sl.:aj,r:aternZlE"nt:l::n‘:‘ig‘-S".t'STElw'l VIOLATION
| 47 :Fatchﬁﬂ.e:-:e CreateFile :lil‘.‘MNDﬂWS\systemEE‘.unide.nls SUCCESS
| 48 Patchs0.exe ﬂ””"SEEF”f’a”m”f’c;wmmwsxsvsnzmaz\uNJGGDE.NLS SUCCESS
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43 PatchB0exe  CreateFile C:\WINDOWS\system32\iocale.nis SUCCESS
50 Patch0exe  QUeTYSIENGAdINnt o yyNpOWSISYSTEM32LOCALE NLS SUCCESS
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35 PawchB0exe CreateFile C\WINDOWS\system32\wser32.d|
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8 Patch80exe CreateFile C\WINDOWS!system32'advapi32.di
|80 Patchgnexe QueryStandardinfianpOWSISYSTEMI2WADVAPIS2.DLL SUCCESS
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§7 Palch6lexe [LloseFile AWINDOWS\system32\sortkey.nis
€3 PatchB0.exe [LrealeFile CAWINDOWSisystem32\aldll dil
8 Patch60exe  [reateFile C\WINDOWS\system32\kernel32 dil S| _
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| 43 Pach60exe [CreateFile CAWINDOWS!\system32\advapi32 dil SUCCESS
% Palch60exe [reateFile  [CIWWINDOWSisystem32\pertd dil SUCCESS
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102 Paich60 exe  [loseFile  C WINDOWS\system32\gdiz2.dil | SUCCESS
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E ' exe  RegCloseKey T\CurrentVersion\Windows
i KLM\SoftwareMicrosoftWindows NAME NOT
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